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Leading in the Age of Al







We’ve operated in Europe for more than 40 years — and we
have been and always will be a steadfast partner to Europe.
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Strafgerichtshof: Microsofts E-Mail-Sperre als

Weckruf fiir digitale Souveranitat

Trump-Sanktionen
richtshofs blockiert

»IST TRUMP FUR SIE
EIN GESCHAFTSRISIKO,
HERR SMITH?«

Ein Interview mit Microsoft-Vizechef Brad Smith
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emacht, was den Schutz europalscher Kunden und ihrer Daten
undenvért[agen fest. Wir unterstutzen Europa’in seinem Strebe
Datenzentren wie in Nordrhein=Westfalen und helfen aktiv im Ka
Einflussversuche.

Der ICC war und ist unser Kunde, unsere Dienste dort laufen weiter. Bei dem Vorfall aus dem Februar ging es um
einen einzelnen sanktionierten Beamten. Wir haben uns das noch mal angeschaut und stellen mit unseren
internen Vorgaben sicher, dass sich Vergleichbares nicht wiederholt.


https://www.heise.de/news/Strafgerichtshof-Microsofts-E-Mail-Sperre-als-Weckruf-fuer-digitale-Souveraenitaet-10387368.html




We will help

build a broad
Al and Cloud
ecosystem iIn
Europe

Expansion of Datacenter Capacity: Microsoft plans to
increase European datacenter capacity by 40% over the next
two years, expanding operations in 16 countries.

Public Cloud Datacenters: Introduction of Microsoft Cloud
for Sovereignty to help governments run on Azure with
greater control over data location, encryption, and
administrative access.

Sovereign Cloud Datacenters: Partnerships in France (with
Capgemini and Orange) and Germany (with SAP and Arvato
Systems) to create sovereign cloud platforms.

Support for European Cloud Providers: Collaboration with
European cloud providers to offer Microsoft applications and
services on their local infrastructure.

Respect for European Laws: Commitment to comply with
European laws and regulations, including competition law and
the Digital Markets Act.



We will uphold
Europe’s digital
resilience even
when there is
geopolitical
volatility

European Cloud for Europe: European datacenter operations
overseen by a European board of directors.

Digital Resilience Commitment: Legal commitment to
contest any government order to suspend or cease cloud
operations in Europe.

Business Continuity Partnerships: Contingency
arrangements with European partners for operational
continuity and secure code storage in Switzerland.



We will
continue to
protect the
privacy of
European data

EU Data Boundary Project: European customers can store
and process their data within the EU and EFTA regions.

Additional Security and Encryption Options: Confidential
Compute offerings, lockbox capabilities, and customer-
controlled encryption keys.

Strong Legal Track Record: Commitment to challenge
unauthorized access to European data and compensate
customers if data is disclosed in violation of EU law.



We will always
help protect
and defend
Europe’s
cybersecurity

Support for Ukraine: Evacuation of Ukraine’s critical data and
technology services to European datacenters.

Uninterrupted Cybersecurity Protection: Continuous

support to NATO, Ukraine, and other European governments
against cyberattacks.

New Cybersecurity Measures: Appointment of a new Deputy

CISO for Europe and compliance with emerging cybersecurity
regulations.



1 * Al Access Principles: Ensuring open access to Al and cloud
We WI " hel p platforms for open-source development.
Strengthen * Open Access Across Europe: Hosting over 1,800 Al models,
Eu ro pe's including open-source models, and eliminating fees for data

transfer to other cloud providers.

soiiediriie « Foundation for European Competitiveness: Support for
com petitiveneSS’ European startups and organizations to innovate and compete

in the Al economy.
including for
open source



Customer Control over Data

Holistic approach Defend your Data

Commitments

Combination of
technical, organizational
and contractual controls

Substantial addition to
our foundational privacy
promises. We use strong
encryption. We stand
for customer rights and
do not provide any
government with direct,
unfettered access to
customer data.

For more information
visit; Data Protection
with Microsoft Privacy

Principles

1) European: Free Trade Association

Transparency

We are publishing
information about
government demands
for customer data
(Government Requests
for Customer Data
Report) and sued the
U.S. government over
the ability to disclose
more data about the
national security orders
we receive seeking
customer data.

What our report shows

In the first half of 2024, Microsoft received 166
total requests from law enforcement around the
world for accounts associated with enterprise
cloud customers. Of those 166 requests,
Microsoft provided content data to U.S. law
enforcement related to one non-U.S. enterprise
customer whose data was stored outside the U.S.
The customer was not based in the EU/EFTA'.
There were no other cross-border enterprise
content disclosures without consent. Microsoft
does not provide any government with our
encryption keys or the ability to break our
encryption.

For more information visit: Transparency reports



https://www.microsoft.com/en-us/trust-center/privacy#defending_your_data
https://www.microsoft.com/en-us/trust-center/privacy#defending_your_data
https://www.microsoft.com/en-us/trust-center/privacy#defending_your_data
https://www.microsoft.com/en/digitalsafety/transparency-reports

GDPR, International Transfers and Data Location

Compliance

Microsoft is committed
to complying with all
laws and regulations
which are applicable to
Microsoft and its
products and services,
including the GDPR'.

1) General Data Protection Regulation 2) Standard centractual clauses.

Data Transfers

The GDPR allows data
transfers to third
countries, including the
U.S., under authorized
transfer mechanisms,
including subject to
appropriate safeguards
(e.g., SCCs?, or an
adequacy decision such
as the EU-US DPF3, and
in conjunction with
supplementary
measures, as needed.

3) Data Protection Framework 4) Data Protection -Addendum

SCCs and DPF

As of 24 March 2025,
both the SCCs Microsoft
has in place and the EU-
US DPF under which
Microsoft is certified are
both valid and in force.
Recent decisions from
the US Government
have not changed this.

Our DPA & Terms

Microsoft's commitments in relation to location of
customer data are included in the DPA# (section
“Data Transfers and Location”) and in the Privacy
& Security Terms of the Microsoft Product Terms
(sections “Location of Customer Data at Rest for
Core Online Services” and “EU Data Boundary
Services”). As stated in Microsoft's DPA, no
government has direct access to customer’s

data.



Commitment

Implementation

Microsoft Supports all Aspects of Digital Sovereignty

National

.Microsoft promotes the
digital sovereignty of
states by providing
solutions that enable
governments to fully
control their data and IT
infrastructures without
having to forego global
innovation capabilities.*

* Local datacenters

* Implementation of EU-
Data Boundary

* Delos Cloud as a
dedicated sovereign
offering

* Technical features:
Azure Information
Protection, Double Key
Encryption, Hold Your
Own Key, Bring Your
Own Key

Economical

"Microsoft supports
economic digital
sovereignty through
flexibility, partnerships, and
interoperability, without
making local companies
dependent”

» Dedicated European
Cloud Infrastructures
(Delos (DE), Bleu (FR),
go local)

* Hybrid Infrastructure
offerings

* Engagement in Open
Standards Initiatives

» Cooperation with local
companies for
sovereign solutions

Personal

“Microsoft offers users the
ability to have full control
over their data and
security, instead of forcing
users into closed
ecosystems.”

e Public commitment &
compliance with GDPR

* Full control over
personal data with
granular settings

* Zero-Trust Principles

* Engagement in Skilling
Initiatives

Technological

,Microsoft promotes
technological sovereignty
through regional
(nvestments, open-source
approaches, and strategic
partnerships with local
technology firms.”

* Worldwide DCs

» Collaboration with local
tech companies for
sovereign solutions

* Engagement in Open-
Source Initiatives

* Heavy tech investments
in Europe

Legal

"Microsoft respects local
laws and actively
advocates for data
protection, compliance,
and a sovereign legal
framework for the digital
future."

+ Strong commitment to
GDPR

* EU Data Boundary

* Support of lawsuits
against US-laws for
government data access

* Support of national
law makers (i.e., in EU
Al Act)



Microsoft pursues a holistic approach for

digital sovereignty

Public Cloud

Add advanced sovereignty
controls to the Microsoft
public cloud
technical
process

contractual

Own
Datacenter and
Hybrid Scenari

National
Sovereign Clouds

o ®
In-region clouds addressing the Support specific scenarios and
needs of specific markets and/or enable consistent
regulated industries e.g. management and security
Delos (Germany) * Coexistence scenarios
Bleu (France) * Low latency needs

Azure Cloud China (21vianet) * Unreliable Uplink scenarios



Microsoft is committed to European Sovereignty

Microsoft Microsoft EU Microsoft 365  Microsoft Microsoft
expands local Date Boundary  Advanced Data Cloud for European Cloud
options Residency Sovereignty Principles
G Q
0-0
Datacenter regions in Customer data, Controls over Build and digitally Enhanced
Europe. pseudonymized Microsoft 365 transform workloads  transparency in the
personal data stored Customer Data with advanced public.
and processed and location. sovereignty needs in
professional services the Microsoft Cloud.

data stored in the
boundary.




B Microsoft

Microsoft glaubt an Deutschland

Der US-Konzern braucht fir Cloud und KI neue Rechenkapazititen - und gibt
fir den Standort D die grofite Investition seiner Firmengeschichte bekannt.

Investitionen in die Zukunft
Deutschlands im Kl-Zeitalter

Microsoft-Chef verrat, was er an
)’ Deutschland so schatzt

Berlin - Er ist der viel liest. Und erstellt Was die Zukunit be-
DIE INVESTITION Pr&sidonlada \golt- Fragen. ﬁﬁ"},,ﬁ’,‘,’,ﬁseg;ﬁ,ﬁ,’ﬁ trifft: Wir brauchen vor
weit groBiten Soft- PMPNIEIEIRELTE  seine Offenheit gewe- Ollem Menschen, die
ST EINE SEHR GUTE Vo, eeate ' SERESEITD sove Ovrvon eve. ler Morecin, S
NACHRICHT FUR
DEUTSCHLAND MICROSOFT IN DEUTSCHLAND '
i LR Drei-Milliarden-Investition Wvestitionen in die Zukunft
Bundeskonzier Microsoft wird in den kommenden zwei Jah-

ren knapp 3.3 Milliarden Euroin Dewtsch- — @UItSChlands im K|-Zeitalter

land investieren - vor allem in Nordrhein-
Westfalen und Hessen -, um seine Rechen-
zentrumskapazititen fur Anwendungen im

Microsoft ist schon langst da e

FRANKFURT Von den technischen Anschlisse rund eine Mil- ot im frisheren Kohlerevier sein, glaubt
lion Ewro Kosten an. Obeodmud komme aicht nur

3,2 Milliarden Euro, die die technische Ausstattung etwa mit Klaft. Ane

Microsoftin Deutsch-  Jewrii o et Milliarden fiir KI in Deutschland

land investieren will, Darsus lisst sich schlicBen, dass der tung bede
P e A S Y

Micresoft baut zwed newe Rechenzentren im Beaunkohlerevier, Hoffoung aufl Hunderte neve Jobs

Microsoft investiert 3.2 Milliarden Euro in Deutschland Nordrhein

Ausbau von Rechenzentrumskapazititen im Rhemischen Revier und in Hessen fir Kanstliche Intelligenz

-Westfalen und Hessen profitieren
Microsoft investiert KI-Milliarden in Deutschland




Microsoft’'s Al advantage

The proven leader for Al transformation

Extensible, Al-first apps in the context of your work

Build your own transformational Al experiences

World’'s most loved developer tools

10,000+ frontier and open-source Al models

Unified data estate integrated with an end-to-end Al toolchain

Enterprise-grade security and compliance

Leaders in trustworthy Al




What employees want from Al

86%

80% 79% 76%

/3% 70%

Q (s

Finding info Summarizing Analytical Admin Creative Planning
and answers meetings and work tasks work their day
action items

Source: Work Trend Index | Will Al Fix Work?


https://www.microsoft.com/en-us/worklab/work-trend-index/will-ai-fix-work

From Copilot to enterprise Scale Al

Search and Q&A

Better customer engagement and

-
support ’
ﬁ

Create and tailor reports in seconds

Better email management and
meeting preparation

Better meeting management

Better reading and writing assistance

OB I

Copilot

Classified as Microsoft Confidential

Enriching self-service with @ Azure OpenAl Language Models
conversational Al

Automate answering questions, & Model Catalog / Prompt flow
summarizing documents, and more.

intuitive low-code development for
everyone

Power

Platform LLMs to a variety
+ Al Builder of use cases



A copilot (+50) for every Microsoft Cloud experience

20 # Convert to text
. . . 21 text = image_to_string(screenshot)
MlcrOSOft 365 MlcrOSOft GItHUb 22 # Parse text for email addresses
23 emails = re.findall(r' [\w\.-1+@[\w\.-1+', text)

Copilot Security Copilot Copilot 24 et el

26 def validate(addresses) :


https://blogs.microsoft.com/blog/2023/03/16/introducing-microsoft-365-copilot-your-copilot-for-work/
https://github.blog/2023-03-22-github-copilot-x-the-ai-powered-developer-experience/
https://aka.ms/SecurityCopilot

Classified as Microsoft Confidential

o

Copilot for Microsoft 365

Unlock productivity and unleash creativity

Large Language
Models

&

Microsoft Graph
- Your Data -

Natural Language ~

_|_

®; n @

Microsoft 365 The
Apps Internet




Early learnings — Microsoft 365 Copilot

Internal Microsoft 365 Copilot users across MCAPS, IT, HR, Engineering, and Marketing

All Up Value

Value by
Workflow

Value by Role /
Function

87% agree more productive'
79% focus on more important work
70% able to stay in the flow
69% focus on more satisfying work

79% spent less time on mundane tasks

81% allows to spend less time searching for
information

73% makes meetings more efficient
79% allows me to spend less time processing email

94% makes all easier to get started on a first draft

1in 3 had >30 min time savings per day (MCAPS)
88% complete tasks faster (MCAPS)
63% simplify complex tasks (MCAPS)

58% reclaim time for more important work
(managers)

1. To what extent do you agree with the following statement: when using Copilot, | am more productive

How much is Copilot worth to
users?

96% would be disappointed
if they no longer had access
to Copilot

83% would not want to go
back to working without
Copilot

47% access to Copilot

would influence my choice
of employer

n-size 155 Survey of MS internal users of M365 Copilot, Oct 9, 2023
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Top use cases for

Generative Al

B T

Enterprise ChatGPT
Better knowledge mining

Intelligent Call Centers
Better analytics and service

Build your own copilot
Your data. Your apps. Your people

Content Generation
New products and services

Hyper-personalization
Better sales and marketing



COMMERZBANK « JL,
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DATEV Ll =g Otto group
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https://www.rwth-aachen.de/go/id/bipvlz
https://customers.microsoft.com/en-us/story/1777002284623529746-datev-azure-openai-service-banking-and-capital-markets-de-germany
https://customers.microsoft.com/en-us/story/1770212707354189428-fraport-ag-microsoft-365-travel-and-transportation-en-germany
https://customers.microsoft.com/de-de/story/1741167127432004501-ottogroup-azure-openai-service-retailers-de-germany
https://customers.microsoft.com/de-de/story/1693648149594704259-boerhingeringelheim-azureopenaiservices-de
https://group.mercedes-benz.com/innovation/digitalisierung/konnektivitaet/mercedes-benz-direct-chat.html
https://www.handelsblatt.com/unternehmen/handel-konsumgueter/ki-chatbot-drogeriemarkt-dm-fuehrt-firmeneigenes-chatgpt-ein/29340604.html
https://newsroom.sw.siemens.com/de-DE/siemens-xcelerator-microsoft-azure/
https://www.bild.de/leben-wissen/digital/hey-ki-chat-bei-bild-kuenstliche-intelligenz-einfach-ausprobieren-64afbaf705862f7eeb67619b

Anatomy of an Al Design Win

Use Case

Data Platform Al Platform Application Platfor |
1_; Azure Cosmos DB Azure OpenAl l:l:':l' Azure Kubernetes Service
@ Azure SQL Database Model-as-a-Service b  ; ! Azure App Service
Azure Database for € Azure Al Search lii Azure Container Apps
MySQL and PostgreSQL o
§ Fabric "|||||" Azure Al Speech 5~ Azure APl Management
e Azure Al Vision “%>  Azure Functions
, Azure Al Foundry @ GitHub Copilot

Copilot Studio

Security, Governance, Al Safety, Al-ready infrastructure

Classified as Microsoft Confidential
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Everything with
Data is Fabric

> e S ) ¢ & i &

Data Data Data Data Real-Time Power Bl ‘l‘an::setrr:
Factory Engineering Warehouse Science Intelligence workicats

g Copilot in Fabric
‘ Onelake

l Microsoft Purview



osoft has always
3en a partner-led
ompany, and we

count on our

tners to help our
utual customers
adapt and thrive in
this age of Al.
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